Introduction {#s0001}
============

Vaccinations are an important and effective cornerstone of preventive medical care with significant health benefits. Vaccination programs and policies have greatly reduced the burden of a number of diseases. For example, polio grows closer to complete eradication, with no more new cases in India and Nigeria\'s last case in 2016, leaving Pakistan and Afghanistan as the sole remaining countries with circulating polio.[@cit0001] Rotaviral diarrhea and pneumococcal pneumonia incidences are decreasing globally as vaccination coverage spreads.[@cit0002]^,^[@cit0003] Similarly, a systematic review of HPV vaccination programs across 69 countries worldwide over the last ten years found approximate maximal reductions of 90% for HPV 6/11/16/18 strain infection, 90% for genital warts, 45% for low-grade cytological cervical abnormalities, and 85% for high-grade abnormalities.[@cit0004]

Yet, despite the demonstrated efficacy of vaccination for improving public health, problems still exist in translating even highly effective vaccines into vaccination coverage levels sufficient to achieve population immunity or to realize their full prevention potential. In the U.S, for most vaccines, coverage for young children is lower among non-Hispanic black children than among non-Hispanic white children, as well as for children living below the federal poverty level and those who are publically insured or uninsured. Adolescent vaccine uptake differences are fewer, except for lower HPV vaccination coverage for those not living in urban areas.[@cit0005]^,^[@cit0006] National influenza vaccination rates range from 38.8% to 43.6% for adults and 51.0 to 59.3% for children since the 2010--2011 season.[@cit0007] On a global level, while considerable progress in routine vaccination coverage has been made, 64 (33%) countries still have not reached the Global Vaccine Action Plan 2011--2020 (GVAP) target of ≥90% national coverage of a third dose of diphtheria and tetanus toxoids and pertussis--containing vaccine (DTP3), and 71 countries (37%) have yet to attain the 2012--2020 Global Measles and Rubella Strategic Plan target of ≥90% national measles-containing vaccine (MCV1) coverage. While countries have until 2020 to reach this goal, there has been no substantial increases in coverage rates for vaccines like MCV1 since 2010.[@cit0008]

Without coverage to attain population immunity, vaccine preventable disease outbreaks and significant burden of disease continue to occur. For example, measles remains a significant problem across the globe, including in the U.S. where multi-state measles outbreaks regularly arise.[@cit0009]^,^[@cit0010] The WHO reported 142,512 pertussis cases globally in 2015, with an estimated 89,000 deaths.[@cit0011] A recent study from the CDC and its global partners found that between 291,000 and 646,000 people worldwide die from influenza-related respiratory illnesses each year, higher than previously estimated.[@cit0012]

In addition to general challenges for immunization programs, there is great heterogeneity to the recommended vaccine series requiring a variety of approaches to overcome vaccine-specific barriers. These categories of barriers include target population (child, adolescent, adult), schedule (one dose, series of doses, annual vaccination) logistic (e.g. insurance status, remembering to get the vaccine) and health literacy (e.g. educational needs).

Technological innovations have greatly improved the ability to access information, facilitate communication and improve efficiency in nearly all aspects of life. Similarly, the use of technology to directly impact the health of populations, as well as to provide access to important public health information, holds great promise that is emerging at the forefront of medical care and public health industries.[@cit0013] Technology can also cut across the diverse vaccines, populations, and needs, and indeed the use of health information technology (IT) interventions for vaccinations is burgeoning. The purpose of this commentary is to assess whether the Social Ecological Model[@cit0014] is a useful theoretical framework to map existing interventions and identify areas in which technology may be leveraged to target undervaccination ([Figure 1](#f0001){ref-type="fig"}). Figure 1.Proposed Model to Target Undervaccination Using Health Technology Interventions that Affect Levels of the Social Ecological Model.

The Social Ecological Model serves as a powerful tool to address health behaviors by attributing health outcomes to factors which exist on a number of levels expanding beyond individual level characteristics. This model has been used extensively in the field childhood obesity prevention, both as a tool for elucidating its etiology as well as developing interventions and measuring their efficacy.[@cit0015] The CDC has recognized its use to both understand violence exposure and perpetration and as a framework for violence prevention.[@cit0018] Kumar et al. demonstrated that factors on all levels of the Social Ecological Model influenced whether people received the 2009 H1N1 influenza vaccine and concluded that interventions targeting multiple levels may have greater impact than interventions that only target specific levels.[@cit0019]

Using the Social Ecological Model, we can assess factors and barriers of vaccine promotion at several levels including the *individual (intrapersonal), interpersonal, organizational, community*, and *society* and the ways they interact. The systematic differences between childhood (surrogate decision-making), adolescent (joint decision-making) and adult vaccines (individual decision-making), various risk-benefit profiles, and challenges health institutions face with attaining vaccine coverage goals require structured organization upon implementation. We argue that the Social Ecological Model can be a useful analytical platform to address vaccine coverage across all populations, specific barriers at each level, and how interaction occurs between levels, which may help improve the impact of interventions.

Individual {#s0001-0001}
----------

Many vaccination interventions target the *individual level* of the Social Ecological Model theoretical framework depicted to influence individual vaccine-related decision-making or behavior ([Figure 1](#f0001){ref-type="fig"}). Health technology tools can be used to provide information to patients and their families in a variety of ways.

Reminder-recalls are a cornerstone of vaccination interventions.[@cit0020]^,^[@cit0021] However, traditional forms of reminder-recalls have historically been less effective in the United States for low-income, adolescent and rural pediatric patients.[@cit0022] Increasing cell phone access and health technologies present unique opportunities to employ different methods of reminder-recalls than traditional forms. In the U.S., 95% of adults have a cellphone, with high levels of ownership among diverse populations differing by race/ethnicity, education, income, age, and community type.[@cit0026] Currently over half of U.S. homes (52.5%) are wireless-only, meaning they have no landline telephones, and that rate is higher (62.3%) in households with children.[@cit0027] Cell phone rates are also high globally, reaching an estimated 5.07 billion mobile phone users world-wide by 2019.[@cit0028]

Due to widespread cell phone access, large-scale text messaging has the potential to overcome the barriers of traditional reminder-recall including change in contact information, intrusiveness and scalability.[@cit0029] The use of text message vaccine reminders is a burgeoning field; three quarters of papers studying them were published between 2015 and 2017. Overall, parents have generally been open to receiving text message vaccine reminders[@cit0032] and it has been shown to be successful amongst various populations. Ahlers-Schmidt et al. and Hofstetter et al. demonstrated their potential for early childhood vaccinations and for keeping appointments.[@cit0036]^,^[@cit0037] Likewise, a number of scholars have demonstrated their use with adolescents, particularly for HPV vaccine series completion, using both practice-based and immunization information system (registry) based reminders.[@cit0035]^,^[@cit0038] We have also demonstrated the use of text message reminders, particularly those in which health education information is embedded into the text of the message, for influenza vaccination in children and adolescents.[@cit0031]^,^[@cit0046]^,^[@cit0047] In one pediatric study (n = 9,213 patients), we demonstrated a 19% relative increase in influenza vaccination due to text message reminders.[@cit0046] In an accompanying editorial, it was noted that if similar effects were observed nationally, an additional 2.5 million children would be vaccinated.[@cit0048] The CDC recently published an article outlining a pilot of a text message-based vaccine reminder system for pandemics to remind people who received a first dose of pandemic influenza vaccine when to return for the second dose, highlighting the potential public health impact of influenza vaccine reminders.[@cit0049]

Text message vaccine reminders are starting to be used globally in both high and low-middle income countries (LMIC), primarily for pediatric populations. Regan et al. demonstrated their effect on influenza vaccination in Western Australia across ten practices with the greatest effect in children \< 5 years old (relative risk 2.43; 95% CI, 1.79-3.29); also finding them to be relatively inexpensive with 1 additional high-risk patient vaccinated for every 29 messages sent, costing AUS\$3.48.[@cit0050] Studies have demonstrated the effectiveness of text message reminders for pediatric vaccinations in multiple LMIC including Guatemala, Bangladesh, Kenya and Zimbabwe.[@cit0051] Finally, in Pakistan Kazi et al. are exploring how to use mobile phones both for text-message reminders as well as for geospatial mapping to monitor and visualize vaccination coverage at the household and town level.[@cit0056]

While most text message vaccine reminder studies have focused on pediatric and adolescent populations, these reminders have also been assessed in obstetric populations. We demonstrated in an obstetric population that text messages were effective overall, but particularly in the subgroup of women early in their third trimester at randomization showed the greatest intervention effect vs. usual care (61.9% vs. 49.0%; adjusted odds ratio 1.88; 95% CI 1.12, 3.15).[@cit0057] Similarly the Text4baby program has shown that participants were more likely than non-participants to report influenza vaccinations and in one study showed a particularly strong effect for women receiving neither a provider recommendation nor offer to vaccinate (adjusted prevalence ratios 3.39, 95% CI 2.03, 5.67).[@cit0058]^,^[@cit0059] However, others have not found text message vaccine reminders for pregnant women to be effective.[@cit0060]^,^[@cit0061] Similarly, text message vaccine reminders generally have been more mixed in college age youth, adults, and older adults.[@cit0062]

Another technology-related intervention that can affect the individual domain are autodialer telephone reminders, which have historically been a mainstay in the United States. Autodialer telephone reminders have demonstrated effectiveness in pediatric and family medicine settings[@cit0067] and may continue to play a role in the global setting especially for illiterate populations.[@cit0070] Email vaccine reminders have also begun to be used for vaccination with differential effects.[@cit0071] The greatest effects have generally been in interventions where parents can choose their reminder type between text messages, postcards or email.[@cit0035]^,^[@cit0038]

The interest in the use of mobile apps is also growing, and descriptive studies of their use have been published. For example, ReadyVax is a mobile smartphone app which targets not only parents and adult patients but also healthcare providers and pharmacists and has been downloaded by users in 102 different countries, most (52%) from the United States.[@cit0072] In Canada, a pilot evaluation of ImmunizeCA, a Pan-Canadian immunization app, has shown promising preliminary results with 32% of parent participants reporting that they perceived that the app made them more likely to vaccinate on time. Researchers in Italy demonstrated an increase in vaccination knowledge and empowerment with mobile app use.[@cit0073] However, while they found some individuals\' attitudes toward vaccines improved with app use, some participants\' attitudes became less positive and in others there was no change, highlighting the importance of further evaluation.[@cit0074] Such apps can be used by patients and families as part of personal health records documenting vaccinations given, reminders for upcoming vaccinations, and/or a place for trusted health information about both vaccines and the diseases they prevent. For an organization or public health entity, such apps can also be used as a form of communication with patients and their communities or can be used by providers to track vaccination. One study in China, demonstrated that when village doctors used an EPI (Expanded Programme on Immunization) smartphone application, full vaccination coverage increased statistically among young children.[@cit0075] Similarly, providers in Bangladesh were able to utilize an app to show that a mobile phone intervention improved vaccination coverage in rural hard-to-reach and urban street dweller communities.[@cit0052]

Interpersonal {#s0001-0002}
-------------

On the *interpersonal level*, the perceptions of families and friends regarding vaccine efficacy and safety are important.[@cit0076] Central to how vaccine information is exchanged between parents and their family and friends include technological resources such as the internet (web content) and social media platforms (i.e. Web 2.0: Facebook, Twitter, Instagram, YouTube). A majority of parents use the internet for pediatric health information, and most rely on websites found using general public search engines instead of starting at a known or trusted healthcare website.[@cit0077] With regards to vaccine safety information, many parents use and trust various non-governmental Web sites, some of which oppose vaccination.[@cit0076] Studies have shown that parents who use the internet compared to traditional resources (e.g. physicians) for reliable vaccine information are more likely to be vaccine hesitant[@cit0076] or have a non-medical exemption for their child, and are less likely to believe vaccines are safe or effective.[@cit0078] Betsch et al. found that parents who read online anti-vaccine messages for 10 minutes had increased perceived vaccine risk and decreased vaccine intention.[@cit0079] A call for involvement by physicians, nurses, public health officials, and peer-reviewed research-driven organizations to provide accurate, easily and publicly accessible internet content focused on vaccine efficacy and safety may positively affect parents\' conversations with their family and friends.

In addition to informational websites, social media has had an increasing effect on vaccine perceptions and vaccine decision-making.[@cit0080] It has been shown that anti-vaccine messages through social media may increase parental worry and decrease vaccine intention.[@cit0081] Blogs with online discussion boards and social media platforms (Web 2.0) enable the exchange of ideas about vaccine perceptions between the individual and their family and friends, as well as with acquaintances, groups, or strangers with a wide range of views. The interactive ability of social media can often lead to debates about or reaffirmation of a user\'s beliefs, whether they are true or not, or scientifically supported. As noted by Kata, the anti-vaccine movement has successfully used Web 2.0 for many years, using tactics such as "skewing science, shifting hypotheses, censorship, and attacking critics."[@cit0082] Negative vaccine perspectives portrayed on social media report that vaccines are unsafe, ineffective, and can cause serious injury including death.[@cit0083]^,^[@cit0084] Compared to positive perspectives, negative vaccine content online tends to recruit more views and a larger network,[@cit0083]^,^[@cit0084] and use emotionally driven content to spread their message.[@cit0085] Particularly for those parents who are impressionable and searching for information, vaccine-hesitant, or even with a history of vaccine refusal, ensuring that social media vaccine content that contains an effective and evidenced-based message[@cit0086]^,^[@cit0087] is readily available may be pertinent to positively influence social media vaccine-related conversations on the interpersonal level. Public health programs can also leverage well-informed parents and community members to participate in these social media conversations. Schoeppe et al. found that engaging parent volunteers as trained vaccine advocates had a positive impact on knowledge and attitudes regarding vaccination among their peers in parent communities.[@cit0088]

While there are websites with pro-vaccine, evidence-based information (CDC.gov, AAP.org), there seems to be a minimal presence of healthcare workers (public health officials, physicians, nurses, etc.) or medical institutions engaging in social media, as well as limited research on the topic. One study focused on analyzing content accuracy of health-related blogs found approximately 84 pediatrician bloggers in the entire United States, however 27 (32%) of these blogs were inactive since 2014 and 25 (30%) did not address vaccines. While most blogs which discussed vaccines were accurate, two pediatrician bloggers provided "extremely inaccurate, anti-vaccine information," which the authors note may have a disproportionate negative influence on parents.[@cit0089] As noted by Betsch and Sachse, while a permanent online presence by healthcare workers is needed, so is short-term, reactionary representation, such as social media events hosted by public health and medical personnel in response to current issues.[@cit0081] An analysis of online interactions after a nationalized showing of an Australian documentary focused on the MMR vaccine and autism demonstrated that most people were either searching for information or vaccine critics, and very few users in the social media-based debate were health professionals.[@cit0090] Given the influence of negative vaccine sentiments on parental vaccine perceptions, there is a need to engage healthcare professionals and organizations on social media with the goal of producing fact-based vaccine content and well-informed discussions among social network users on the interpersonal, organizational and community based-level.

While some studies have categorized pro- and anti-vaccine sentiments as discussed above, others have proposed or used social media as an intervention for vaccine education and uptake. Connolly and Reb proposed hierarchical vaccine decision-making interfaces, with the most involved version utilizing Web 2.0 platforms, to help create a personalized model in partnership with the individual\'s healthcare team (midwife, OB, pediatrician, nurses, etc.).[@cit0091] In a randomized controlled trial with pregnant women, Glanz et al. found that those who experienced interactive, educational social media interventions were more likely to have their child up-to-date with vaccines at 6 months of age, compared to those who received usual care.[@cit0092] Participants were able to engage with other study participants, as well as medical or public health experts, regarding any vaccine related topics they desired. Approximately 30% of the pregnant women in this interventional study arm actually used the social media discussion forum, leaving questions about how to further engage users on a larger scale, particularly vaccine-hesitant parents. The American Academy of Pediatrics has created an Immunization Social Media Toolkit suggested for use by parents and pediatric healthcare personnel which include Twitter posts, videos, YouTube links and guidance on managing social media accounts or creating videos. Social media tools (Ask the Expert on Vacunas.org[@cit0093]) and "ready-to-send" messages (AAP toolkit) are available. Similarly the WHO has implemented Vaccine Safety Net with the mission "to help internet users find reliable vaccine safety information tailored to their needs."[@cit0094] Lastly, the National Foundation for Infectious Diseases hosts an adolescent vaccine website where they can find vaccine information, an HPV resource center, and share their vaccine story on a blog.[@cit0095] The use of social media for vaccine education among family and friends is promising and further research on its efficacy and effectiveness of content and delivery is warranted.

Organizational {#s0001-0003}
--------------

On the *organizational level*, institutions can influence vaccination rates through the provision of clinical decision support tools, electronic health records, and vaccine registries as well as a workplace culture that emphasizes the importance of vaccination. Interventions at the organizational level help to ensure that providers recommend vaccination consistently at each opportunity, to optimize workflow for providers, and to maintain vaccine availability.

A common problem with vaccinations are missed opportunities, which occur when health care providers see a patient for a visit who is in need of vaccination but the patient leaves unvaccinated. This issue may particularly arise during acute care visits in which a provider may not be focusing on vaccinations. Clinical decision support tools have been employed to decrease missed opportunities, providing clinicians with patient-specific information at an appropriate time in their workflow coupled with a suggested course of action, such as vaccination.[@cit0096] Decision support is made increasingly possible through the use of electronic health records (EHR) which are becoming more prevalent in the U.S. in large part through the Health Information Technology for Economic and Clinical Health (HITECH) Act of 2009 which encourages the meaningful use of EHRs with financial incentives. Overall, 87% of U.S. office-based physicians have adopted an EHR;[@cit0097] however one recent study showed that nearly 40% of ambulatory practices were only minimally using their EHR and associated health IT functionalities.[@cit0098]

Fiks et al. have demonstrated the impact of EHR reminders on childhood vaccinations at 2 years of age at both sick and well visits[@cit0099] as well as on HPV vaccination, including combining a clinician and family intervention.[@cit0100]^,^[@cit0101] His team also assessed the impact of EHR reminders on influenza vaccination rates with only small increases.[@cit0102] One concern of providers regarding an EHR vaccine alert was that the alert would be acting on incomplete vaccine information due to fragmented patient records.[@cit0103] Such record fragmentation can occur particularly among low-income and minority populations who may seek care from multiple providers.[@cit0104]

Historically, electronic vaccination alerts in EHRs have acted only on local vaccination data. If a record is incomplete, then providers may be incorrectly prompted to administer a vaccination that a child does not need. "False positive" events contribute to alert fatigue and overall distrust of the alerting systems. We have demonstrated the effectiveness of an alert in the EHR that integrated individual patients\' influenza vaccine data from our hospital\'s EHR and the New York Citywide Immunization Registry (CIR), New York City\'s Immunization Information system (IIS) (further described below).[@cit0107]^,^[@cit0108] Interestingly, although providers were not forced to act on our influenza vaccine alert, they did so \>80% of the time. Others have also highlighted the importance of capturing in alerts information about care received outside a medical center.[@cit0109]

Clinical decision support for vaccination has also been successfully used for adult vaccinations. A meta-analysis of 16 randomized control trials showed computer reminders in an ambulatory setting improved pneumococcal and influenza vaccination delivery to adults (aOR 3.09; 95% CI 2.39-4.00).[@cit0110] More recent studies demonstrated their use for herpes zoster vaccine,[@cit0111] pneumococcal and influenza vaccination in rheumatology patients on immunosupressants,[@cit0112] Tdap and influenza for prenatal patients,[@cit0113]^,^[@cit0114] and HPV vaccination among insured college-age male students.[@cit0115]

The availability of personal health records (PHR) also may influence vaccination rates if patients and their families can identify missing vaccinations or upcoming need. Parents have expressed interest in viewing vaccination records as part of a PHR.[@cit0116]^,^[@cit0117] At least one study has demonstrated an increase in influenza vaccination in adults through the use of PHR-based alerts.[@cit0118]

Other system-level interventions can also help with the documentation and tracking of vaccinations such as the use of bar coding. The U.S. Centers for Disease Control and Prevention successfully demonstrated their use in a pilot project.[@cit0119]^,^[@cit0120] Another study taking place in Canadian Public Health Immunization settings demonstrated that entering vaccine data into vaccination records through barcode scanning resulted in improved data quality.[@cit0121] The WHO, its regional offices and their partners have also developed various tools for vaccine data management, reporting of district data, and cold chain equipment management in order to protect the substantial investments made in vaccination.[@cit0122] More work is needed across the globe in both low and middle-income countries (LMIC) as well as high income countries to further develop and promote the widespread use of these technologies so that can better track vaccinations given as well as supply. New technologies are continuing to emerge which can aid this effort such as using blockchain as a secure way to monitor and share information.

Community {#s0001-0004}
---------

On the *community level* of the Social Ecological Model, perceptions of risk of vaccine preventable diseases in the community may play an important role ([Figure 1](#f0001){ref-type="fig"}). The expanding use of technology for surveillance provides the opportunity to gain new insights into the actual burden of disease due to its capacity to capture non-medically attended illnesses. This expansion of surveillance capabilities may be particularly important for influenza as people do not seek medical care in the majority of cases. While documenting the burden of medically-attended disease may be central to understanding health care utilization in cases of more serious disease, documenting the true disease burden may impact how the public perceive their own risk of disease. We have demonstrated the use of text message surveillance for acute respiratory infections including influenza and experienced rapid and sustained response rates that led to timely collection of specimens for testing.[@cit0123] Of note, only 27.3% of participants with laboratory-confirmed influenza had an associated medical visit, supporting the addition of community surveillance to allow for better estimates of true disease burden than is permitted by relying on medically-attended illness alone. Other surveillance systems which may act as complements to outpatient and hospital-based surveillance systems, which have had varied effects, include crowd-source reporting like Flu Near You, the now defunct Google Flu Trends, Twitter and Wikipedia.[@cit0124] Current lines of thinking advocates for combining multiple modalities and variables to better understand and forecast influenza activity.[@cit0127] New interest in using Google trends to assess vaccination searches has also evolved. For example, it was found that the most searched vaccines from 2004--2015 were for 1) influenza; 2) meningitis; 3) diphtheria, pertussis (whooping cough), and tetanus; 4) yellow fever; and 5) chickenpox.[@cit0130] Search data trends could be used to inform public health programming and to better understand educational needs of the public regarding vaccination.

Another form of vaccine-related surveillance is the use of text messages for vaccine adverse event surveillance. Most vaccine adverse event surveillance focuses on medically-attended illness such as the Vaccine Safety Datalink system in the U.S.[@cit0131] However, text messages can also be used to collect vaccine side effects directly from the patient. This type of surveillance would provide important vaccine adverse event data not gathered in medical record reviews. Understanding the burden of vaccine adverse events (VAE), including non-medically attended ones, has the potential to impact personal and community vaccination views by providing data to support realistic anticipatory guidance to families, which in turn could instill more vaccine confidence. We have conducted four studies using text messaging for VAE surveillance through the US Centers for Disease Control and Prevention\'s Clinical Immunization Safety Assessment (CISA) project.[@cit0132] Interestingly, in two separate studies, we found that 14% of pregnant women and 19% of parents reported that taking part in a text message influenza VAE surveillance study positively affected how they felt about vaccine safety; 0.8% parents and no pregnant women reported a potentially negative effect.[@cit0134]^,^[@cit0135] Others have also used text message vaccine adverse event surveillance, including the AusVaxSafety surveillance team in children and Regan et al. in pregnant women.[@cit0136] AusVaxSafety, a national collaborative initiative led by the National Centre for Immunisation Research and Surveillance and funded by the Australian Government Department of Health, uses software programs run by general practitioners and vaccination clinics that send an SMS or email to patients or parents following a vaccination to capture VAE. This initiative is an interesting model for other countries to consider, allowing the collection of more information about non-medically attended vaccine side effects to provide reassurance and guidance.

Society {#s0001-0005}
-------

On the *society level* of the Social Ecological Model framework ([Figure 1](#f0001){ref-type="fig"}), immunization information systems (IIS) consolidate vaccination information across a population.[@cit0141]^,^[@cit0142] As of 2016, nearly all states and 6 cities have IIS, and 94% of all U.S. children \<6 years old have vaccinations recorded in an IIS.[@cit0143] The percentage of adolescents participating in an IIS is 74% nationally, but varies widely by state.[@cit0144] A systematic review of IIS studies demonstrated their capacity to "(1) create or support effective interventions to increase vaccination rates; (2) determine client vaccination status to inform decisions by clinicians, health care systems, and schools; (3) guide public health responses to outbreaks of vaccine-preventable disease; (4) inform assessments of vaccination coverage, missed vaccination opportunities, invalid dose administration, and disparities; and (5) facilitate vaccine management and accountability."[@cit0145] Based on these findings, the Community Preventive Services Task Force recommends the use of IIS to increase vaccination rates.[@cit0146]

The CDC\'s National Center for Immunization and Respiratory Diseases has also released an IIS strategic plan which includes "strengthening connections to the health IT environment."[@cit0147] Additionally, part of the U.S. federal meaningful use of EHR financial incentive program includes data exchange between IIS and EHRs.[@cit0143] Indeed automated reporting via EHRs have also been shown to improve registry use.[@cit0148] Data completeness within registries continues to improve, which bolsters their utility and their capacity to provide clinical decision support through vaccine forecasting.[@cit0143] Bidirectional data exchange also greatly improves the operability of IIS.[@cit0149] We have demonstrated that bidirectional data exchange between a local EHR and the New York City\'s IIS (the Citywide Immunization Registry \[CIR\]) improved rates of under-vaccination, over-vaccination, and vaccination record completeness.[@cit0150] While this functionality may be technologically challenging to implement, the amount of U.S. jurisdictions with the capability of an IIS that could exchange vaccination histories has increased from 45% in 2013 to 67% in 2016.[@cit0143]

Legislation mandating childhood vaccinations reporting supports the use of and amplifies the utility of IIS. Due to issues obtaining and documenting consent, adult records are not reported to most city and state registries. Record scatter and uncoordinated fragmented healthcare delivery contribute to poor documentation of adult vaccinations. Promoting bidirectional exchange of vaccination information between EHRs and IIS for adults is an important next step. Similarly, many adults are being vaccinated outside the health care system, including in pharmacies and urgent cares. Pharmacy and urgent care participation in IIS would bolster efforts to document and better track adult vaccinations, particularly in regards to influenza and the two pneumococcal vaccines. Additional development of the technology to support bidirectional vaccination exchange and continued support of these exchanges are needed.

The utility of IIS in various global settings is currently being explored as infrastructure and funding challenges exist. Most countries do not currently have IIS, and of those that do there is high variability in implementation.[@cit0151] While IIS are rare in LMIC, the WHO and Albania\'s Ministry of Health successfully piloted and scaled up IIS which included a vaccine registry, VAE reporting, and vaccine stock management.[@cit0121]

Integration across social ecological model levels {#s0001-0006}
-------------------------------------------------

Perhaps the greatest impact technological interventions can have is not only how they operate at each of the Social Ecological Model levels, but also how interventions can act across levels. For example, when developing and testing a vaccine educational and interactive app, it would be important to consider the overlap of introducing push notifications between the user (*individual*) and their affiliated healthcare center\'s EHR and PHR (*organizational*). Will the push notifications be only for vaccine reminders or for educational purposes or both? If the app provides educational information, will the user have the ability to "post" this information on their social media platforms to ask questions or share with friends (*intrapersonal*)? Once a user receives their vaccine it will be important for the app creators to map how this information will upload from the EHR to the local IIS to ensure maximally successful data exchange, usage and limit "false positive" vaccine alerts *(society).* Similarly, organizations can use their organizational data *(organizational)* linked to their local IIS *(society)* to identify those not up to date for vaccination and then send text message vaccine reminders (individual). Such reminders could be linked to interventional social media platforms (intrapersonal) or data from their own community level (community). Local IIS could be designed to have text message capability either for Departments of Health themselves or local providers to send text message reminders, linking the individual with society. For those who are vaccinated, text message follow up could occur to assess any vaccine adverse events which could be used not only as a form of surveillance but also to reassure the public that vaccines are being monitored (community). Finally, linked systems could follow a vaccine from production to the patient particularly in LMIC, first by monitoring vaccine supply (organizational) then following vaccine product through the shipping process including maintenance of the cold chain, alerting local facilities that vaccines will be arriving (organizational), allowing public health staff/community workers to alert families to come for vaccination (individual) and then electronically document vaccination, allowing ministries of health to assess population vaccination coverage (society).

Conclusion {#s0002}
==========

The Social Ecological Model can be utilized to classify barriers and strategies to vaccination at the individual, interpersonal, community, organizational and society levels. In the evaluation of technologic interventions for the improvement of vaccine coverage, education, communication, or data collection, researchers and practitioners may find that using this framework is helpful to better understand implications on each level and whether the approach is comprehensive.

The advances in and increased use of technology by patients, their families, and providers have created possibilities for technology-based interventions to improve vaccination rates through novel approaches as well as expanding the utility of established methods. The use of text messages or email multiplies the reach and scalability of a reminder-recall system to additional populations otherwise difficult to impact. A next step could be to increase their use across organizations as well as increase their interactivity. Online resources and social media discussions between an individual and their family and friends can influence vaccine decision-making and behaviors and likely need to be addressed as a part of any immunization program or campaign. A coherent, effective social media presence by the medical and public health communities has potential to positively change the vaccination conversations online- those communities need to move into those spaces with clear and effective communication. Novel forms of surveillance including via text message, social media, and internet searches extend the capacity to document the full disease burden in a community, which may have implications for educational counseling, focused anticipatory guidance, or campaigns regarding disease risk. Organizations with EHRs and IIS can maximize their utility through bidirectional data exchange with city and state run registries. Using this data, they can minimize missed vaccination opportunities through clinical decision support tools. Such data exchanges and alerts should become standard in EHRs and IIS not only for pediatric but for adult patients who can at times be an afterthought in vaccination programs. Further, the creation of a national vaccine registry that includes data from all state registries is a goal that could have a real public health impact for our increasingly mobile population.

When considering employing any of these interventions to improve vaccination rates in a specific population, public health and medical organizations must consider factors at each level of the Social Ecological Model and work to address any barriers that may interact or diminish the impact of an intervention. Recognizing how the individual, their family and friends, and their larger community interacts may greatly help to address the complexities of influencing attitudes and behavior of social networks through technology. As evidence grows to support various targeted approaches, efforts which combine interventions across the Social Ecological Model\'s levels during implementation and expansion may have higher potential to improve vaccination rates, reduce outbreaks and burden of disease of vaccine-preventable illnesses, and provide more well-rounded data.
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